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Wanglud danqudn

R
Network Security

fangwen kongzhi liebido de peéizhi guochéng
i H A W RE A

Configuration Process of Access Control List (ACL)

4

jinrt lOayduqgi de xiténg shiti

AR R EN £ ALHE

Enter the System View of the Fouter

chuangjian ACL
3 ACL
Create an ACL

wei ACL chuangjian guizé
A ACL ®l An]

Create Bules for the ACL

ba ACL yingyongddo luyougi dechijigkou
ACL W 2|33 BEediito

Apply the ACL to the Router’s Outbound Interface
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HEE  Introduction
1.2 AE. ACLECEMEASTE., EAn%. BEXREA.

Learning content: The basic steps, classifications and functions of ACL configu-

ration

2. AABEfR: ¥EACLEEMAXMNARIEE, THRIXFHRS A" 1" " PR,
FERAXNF.
Knowledge objectives: To master the keywords for ACL configuration, understand
the Chinese radicals “£", “+ 7, “&7, “+", “4&”, and learn to write the related
Chinese characters

3.EBEEMR: ZFEEEMNACLEE, XANMBRE,

Skill objective: To master simple ACL configuration to realize network security

Internet

FE—&84y Part 1

A nﬁ.k% réshén Warm-up

1. 51 EEE EXT AV E A Choose the corresponding pictures for the words.

L2 B BEX

16 0 5 8 I ey 5 | i )
(S B BEl
T {16} 03 156]
_ i i B
IR (g} (g i}
‘Eﬂf Le i & o l;:t
L6l R l*?;:“
<31 ] [ ]
{ ]
A. B
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TS

Metwaorlk Security

C D.
#a0e BE##OE
{182 (18]
sEx o MAC B BigdE MAC JigE =g
o " (48) (48) (8)
E. F.
yitdizhen tou jiegou IP béiowen tou jiégou
O LKk 254 @ IP 1k L 3k 454
Ethemet frame header structure IP message header structure
UDP tdubu jieégou TCP toubu jiégou
© UDP k3R 444 O TCP k34 #
UDP header structure TCP header structure
jigohuanji fanghuogiang
O M O Wk
switch firewall

2. MEBEN BIIRHEFIFIFREMN B R IERL , B EHZIRNE BT EHR TR,
Watch the video introducing the role of Access Control List (ACL) in network security, and sequence

the ACL configuration process.

| y J 4

en kongzhi lisbido zai wan ..:IL... anquan zhong de zudyong

ﬂﬁlET.I 5 FIRTE Mg 22 1Y EF

ji o peizhiguochéng

EH@E% OF =2

Eole of ACL inHetwork Secunty and Its Comfiguration Proces

£

Zaiminglinghang peizhi jiemignxia,  shird  system-view. jiJinra peizhi mashi,  jinxing ACL peizhi.
A JE A 47 BR R R d F, O system-view, BPitABLHEALA, #H4T ACL e f .
In the command line configuration interface, enter the command system-view to enter the configuration

mode for ACL configuration.

7

103
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Luyouqi gidong hou, shuangji layduqi tubido,

& olSF

(A

FarEHB S b n@dFER gE-EEEDBE

Lan

=R
L& E |
@

Ll

8 &

IR ARl

R el

[
SRR, TA
AP

ekl

AL

1
ERNDIR
s

jinru

luydugi de minglinghang péizhi jiemian.

BHRHEBEBH G, NEBRBHEAHIF, #AB IR S/ BH1 0.

After the router 1s started, double-click the router icon to enter the command line configuration

interface of the router.

Fangzhi loyougl shebei.

C.iaEsMmbELE

" .
w olbF

TR

e

L

TLL
mE J-jE

Bk

o
i W
G o

[ =F LT
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7
o L

| o =
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EEETETE. TA
| mr.
VoL

Tl
O e s

Place the router equipment.

Z i

“loyouqi

D. & “S5d %"

pL ]

B

HdsB8 % %EFE OB

Lk b

T olie

dAdeHdesr bl N GSErFIGEEOER

iliLE

RN O

shang danji youjian, bing didnji

“gidang” .
L RELE, FEE “BET, BHIBHE.

Right-click on the “Router” and click “Start” to start the router.

qidéng layouqi.
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shifu:
I 1% .

tadi:

1iE 56 -

shifu:
I 18 .

tadi:

TS

Metwaorlk Security

o ErEy] e

P2 D20 )

. B3 kewén Texts

VY g G >

6  CE——

Ni zhiddo shéenme shi ACL ma?

R 4nid 4+ 4 & ACL "5?

ACL  shi Liccess Control List de suoxie, ji fangwen kongzhi liebido,

ACL & Access Control List #9455, Bpiz e =4 7] &,

shi yingybng zai wanglud shebei jiekdu de zhiling liebido. Zhéxié zhiling liebido yonglai
R B E M RE&HEe AT R, EEIEAST KA K
gaosu wanglud shebei génju baowen de toubd xinxi  rdhe chdli baowen.

EF M % X S ARE AR X0 3k 2R3 B de AT AL TR AR ST .

Zheli de wanglud shebei  juti zhi shénme?

X Ry W& REBARIE AT AT

Zheli dewangluo shebei kéyl shi liyduqi- jiaohuanji~  fanghudgidang déng.

X EH) MAXETUAARBR, L, BRE F,

7
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shifu:  ACL zhong de baowén téubl xinxi  kéyi shi ndxié neéiréng?

. ACL P & R L K312 8 T A 2R g A ?

tadi: ACL zhong de baoweén téubl xinxi  kéyl shi yitdizhén toublu xinxi, IP baowen
fE#H: ACL W 4R LK 3R15 & T XA A A KM k342 8. TP R T
toublu  xinx1, UDP toubl xinxi, TCP téubd xinxi déng

3k 3R4% 8 . UDP k313 .8 . TCP k313 4

[ 1814 3 £

®
=
S
5
™
_|_
g
S
=
Eﬁ.
]
%
=
e
3
=
T
S
-~
29
et
i
S
g
™
L1-1
=

M | Ssm ERAT | BEN
ISTREn e 166 B B ¥ 43 i {161
=# i jLL
R 11§ xF 16
m Wil Lolika
LR ' Y] [ T
g T EEEEEE 1610 B i ﬂ:::t
Ll i i W st Il;!;:!‘r&
|
i - i )
TCP toubu jiégou yitdizhén tou jiggou
TCP k3[R 4 vA R I Sk £54
TCP header structure Ethemet frame header structure
WHCS B L
(16} (167
P prem MAC E Bkt Mac bt ]
a8 (163 (483 (a8} (&)
UDP tdubu jiégou IP béiowen tou jiegou
UDP k= 45 4 IP 4R £ 254
UDP header structure IP message header structure

Master: Hello! Do you know what A CL1s?

Apprentice: It 1s the abbreviation for A ccess Control List, namely the list of instructions applied to network
device interface. The instruction list 1s used to tell the network device what to do with a message
based on the header information of the message.

Master: What does network device specifically refer to here?

Apprentice: The network device here can be a router, a switch, a firewall, etc.

Master: What can the message header information in the ACL be?

Apprentice: It can be Ethernet frame header information, IP message header information, UDP header

information, TCP header information, etc.

O o7-02

1. &5 suoxié . abbreviation
2. Bp ji mean
3. Z&iF gaosu v tell
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wzs

Metwaorlk Security

3 3 toubu n. header
iX ¥ zhali pron. here
O or-03
A fdngwen kongzhi .
iF 9] 45 48] 7 & - phr. Access Control List
ligbido

e 47 & zhiling liébido phr. instruction list

= ﬁ a ,;.. W N om - 7’ ., . .
Pf. A il k2 }il mlzhen toubu phr. Ethemet frame header nformation

5 H. Xinx|
3RS 3R42 8. baowén toubl xinxi  phr message header information

shifu: Qingwen fangwen kongzhi liebido you shénme zuoyong?
JPAE: dEE R 2w IR A 4 AEAY
tudi: Fangwen kongzhi liebido you xidud yongtu, bird yoOfang wanglud gongji,  xianzhi
P i A I RAF S AR, e T P% HE, R
wangluo lidliang,  tigdo wangluo xingneng, shixian celie luyou déng.
u — Ao A
MRz, e Mg MHag, KA EF.
shifu: Qingwen fangwen kongzhi liebido you naxié leixing?
WA E L R A2 5] RO Rk R ALY
tudi: Coéng guizé de jidodu kéyi jiong fGngweén kongzhi liebido fénweéi jibén  ACL.,

B N AN AETAE FE 2 7 k5 ALK ACL,

gdoji  ACL, er ceng ACL.

@4 ACL, = & ACL.

shifu: Qingwén ACL de shiyong fénweéi nd liang bu?

WFAE . 359 ACL #94& oAk /G & 2
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r = t T 1 « B ) Y 11 - | _'.m-l'- Lerr 1
. . |] J{- + I A *'.}'-Iu ) 2543 )}\ \ =) L )

tadi: Di-y1 bu shi chuangjian ACL, genju xdydo shezhi xiangying de guize; di-er bu shi
ek F—FR A ACL, RFEFLRE AR AN ; F PR

jiong ACL yingyong dao wanglud shébeéi zhiding jiekou de zhiding fangxiang (n/out) shang.

¥ ACL B R 3] M k&3 EHEOIEE 56 (infout) k.

SR Le00iEa ERTE: peernit B deny
RITME: 20002999 HhE: perma B dery E Wi S AMER: sono-ases HiF1 pormit | derw
=] e B =L R TE P Wrda R s HEHER
W i WS
ToRe FEIRCI & TERUDF E 08 B B B0 S EEI wias HLEE & i
TR RER EAHAED ARAREAR TR, SRR T ImATE
jibén ACL gaoji ACL ercéng ACL
A AACL 548 ACL — EACL
Basic ACL Advanced ACL Layer 2 ACL

s
=
3
™
+
l’é}
E
—
=
5
=
:
=
s
3
=
=
S
L
=
3
S
™
™
2

edinfnglish — & A

Master: What are the functions of Access Control List (ACL)?

Apprentice: It has many uses, such as preventing network attacks, linmting network trathc, improving network
performance, implementing policy-based routing and so on.

Master: What are the types of ACL?

Apprentice: From the perspective ofrules, ACL can be divided into basic ACL, advanced ACL, and layer 2 ACL.
Master: What are the two steps to use ACL?

Apprentice: The first step 1s to create ACL and set the corresponding rules as requured. The second step 15 to
apply ACL to the specified direction (in/out) of the specified interface of a network device.

108

1. by yufdng v prevent

2. TR xicinzhi v limit

3. 15 ti//gao v improve

4. AL guizé n. rule

5. ®=H xUyao n. require

6. AHAL xiangying v. corresp ond
1. Fia fangxiang n. direction
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1. M#E
2. MsEE
3. Mk
4. REEIEh
5. JEA ACL
6. 4 ACL
7. AN
8. ML
9. JEadxo

10. 3§ &

—. Rk

TS

Metwaorlk Security

wangluo gongji
wdnglud lidliang
wdnglud xingnéng
celue luyou

jibén ACL

gaoji ACL

shezhi guizé
wdnglud sheébeéi
zhiding jiekdu
zhiding fangxiang

1. ME R 7R 2 H 5= ER B T

Watch the video introducing the functions of ACL, and match the ACLs with their rules of use.

bidozhin ACL
O #74F ACL

liGojié fangwan kongzhi liébido de fén | I

7% hia) = ﬂ%ﬁj

ji blténg fangwénkongzhi liéhid:

KA E 1518 =25 Sl

Fetting to Enowr the Class

O o7 -0

netw ork attack

netw orl: flow, networl: traffic
netw orle performance
policy-based routing

basic ACL

advanced ACL

set arule

network device

spectfied mterface

spectfied direction

shi-ting-shud Viewing, Listening, and S peaking

, BEMETIZIRSEERHNEX,

shiyong guizé

A A

.1 |J2I|h:|| gwen de yuansu

TF%U ih BT E

1heation aned Bules of se of Access Comtol Lists
and the Elements that Can Be Controlled by Different Access Control Lists

ké shiyong IPv4 baoweén deyudn IP  dizhi, ve ke

A.BE T 12 ] IPv4 4R &9 R IP b bk, AL =T

shiyvong mudi IP  dizhi . TCP wuan/ mudi dugnkou .
i 1 B6IP 3k uk, TCP R/ A4y it

UDP yuan/ mudi duankdéuhdo. shéngxido shijigndudn déng

stansart A el UDP % / B8y o5, Az HE®K ¥
T A P lGi dingyi guizé
T SRR R SLAL W

y—— P It can use the source IP address of IPv4 message, and

can also use the destination IP address, TCP source/

destination port, UDP source/destination port number,

effective time perntod, etc. to define rules.
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o = ":: + [l & 1L ] r _1"'-- [y
. P+ i HFALM IR (SR

Q
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_|_
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Rp.
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=
s ]
o~
)
;=
E-
&
-
ol
S
g
~
™
)

L10

__%_ﬁﬂjf S shiyong baoweén de yitdizhén téubu xinx lai dingyi guizé,
© & 4% ACL B. 4 4R 9 A KM k3045 8 k2 LA,
advanced ACL bird  génju yuan MAC ( Media Access Control )
T Fap— Y ep—p— Aotk 38 i MAC (Media Access Control)
Bt A dizhi . mudi MAC dizhi déng
T T Hohtk . B 49 MAC Hoht -%t-'
— — It uses the Ethernet frame header information of the
s SN message to define rules, such as the source MAC (Media

Access Control) address, destination MAC address, etc.

er céng ACL
@. — E ACL jin shiyong bdoweén de yuan IP  dizhi. fénpian xinxi hé
. : “! L :]: o~ ¥
layer 2 ACL C. U {£R R 89 R IP Mkt | 4R 13 840
shéngxito shl'jiﬁnd udan :u:in:u:i lci dingyi guizé

B mac 184 § aac 1 It only uses the source IP address, fragment information
2% wac ST Ty e— and effective time period information of the message to
4 HEB(ER) £ AR Beis MU

o e (3]

2. 17— Let’s talk
IR—iR/A~E e F FE T = Hi75 R YT =,

Talk about the elements that can be controlled by different Access Control Lists.

0. =LAXA xuéy‘izh‘lyﬁmg Practicing What You Have Learnt

RATHT WSS ElNERE , 25 10 55 80 X 15 EJ%?AEEEHQ IP &3, MBS
EWNBL2ImanuAl 5SS ACL y%a:im BiR , FEFEBEL NS

A company needs to prohibit the finance department from receiving IP messages sent by interns due to
considerations of network security. Watch the video on how a cybersecurity expert writes ACL steps for the

finance department to achieve the goals and select the corresponding commands to fill in the blanlks.

ACL LL.._I U s iz hil

ACL £ZBiRE

ACL Step Jethings
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IF: 15921.16B6.1@.1608 IF: 1892.168.28.184

HEB

IP: 192.168.8.188

Pt etk nEEaT

zoii loyouqi shang jinking ACL  peéizhi:  zhixing mingling acd 2005, chuéangjién jibén guizé

(1) AE% Mm% L #4 ACL M2 & . AT 4 4 acl 2005, &):F EAHN

Configure the ACL on the router: Execute the command ael 2005 to create basic rules

T aMER EEY | . =

e dlH w2 AR BN EE = Y
e rer—leaess—
—

EEAH |
ﬂaﬁ a Tind L
my - B |

A

5| |7 4.

= -'.-IIH\

iy “apen

7 7 '

S an J"-’-"’-’-’Flll 1
iR EYER

F (5]

1

i -
T =] ]
— ¥ \
AEAEAIAER

B

u.uml

chuangjian ACL guize

(2) 4l ACL #LN]

Create ACL rules

zai jiekdu gi0/0/2 shang qiyong baowen guolu

(3) 2452 gi0/0/2 £ B A I/ Lt ik

Enable message filtening on interface g10/0/2

Jiéguo: cishi, yanfabu shixishéng de  jisuénji 192.168.0.100 wufa fangwen caiwaba de  jisuanji

AR By, BFRERFE I A 49 H AL 192168.0.100 Lk 5 ) M 4 2 64 iF A
192.168.20.100.

192.168.20.100.

Result: At this time, the computer 192.168.0.100 of the intern in R&D department cannot access the
computer 192.168.20.100 of the fmance department.

7

111


http://www.purpleculture.net

T aMsEP ]
da A HHdES# bindsBXEsEkFEEDDE

FRESERE

AL AEE AL
&,

s

PAERCERE

[ = 3
O

E 4 1

n Lyl Slrtied

zoi yu caiwubu  zhGji lignjié de wanglud jiekou @0/0/2 shang qiyong baowen gudla, mingling wai:
A LW 53R A AUE RN B % 4k o gi0/02 £ B R ALE, 4 A
Enable message filtering on the network interface g10/0/2 that 1s connected to the finance department

host, and the command 1s:

T alsP 1

HEEE
=y 3 B

1.,.-"|

zhixing mingling riule 10 deny source 192 168.0.1000.0.0.255

B. #47 % 4 rule 10 deny source 192.168.0.100 0.0.0.255

Execute the command: ride 10 deny source 192.168.0.100 0.0.0.255

B oHER Fir e _ # x

son m HEHESS& bOnREH%X%SNP® o ] . 3

whEn

AEaa
=y § i
7

A = s B[ R

G E
A —
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F. /NIIR  xido zhishi  Tips

ACL  fénléi zhishi
ACL 43K HiH
Yonghu zai chuangjion ACL shi keéyl wei gi zhiding bignhao, tongshi, weile bianyd jiyi
AP S ACLHTAALER %5, R, ATMRTILR
heé shibie, yonghuhai keéyi chudngjion mingmingxing ACL, ji zai chuangjion ACL  shi weiqi

F2im A, A PETYL AlE 447 ACL, & 4 ACL AL

shézhi mingcheng. Mingmingxing ACL vyé& kéyi shi “mingchéng-shuzi” de xingshi, ji zai

BB LR, LA ACLETARE “L#H—HF BB, A

dingyl mingmingxing ACL shi, tongshi zhiding ACL bignhao. Rdagud bu zhiding bianhdo, xitdng

X & A ACL Y, BB 82 ACL%A 5. R LB L BT, R4

zé hui zidong wei qi fénpeéi yi gé shuzixing ACL  de bianhdo. Bird: acl name test,
MeaashAhLordi—ANFA ACL ¥ %5 . 4. acl name test,
ji chudngjian yi tido ming wei test de ACL; acl name test 2020 bidoshi chuangjian yi tiao

Bp #)32 —%& & Htest #9 ACL; acl name test 2020 &7 4l — &
ming wei test de ACL, gl bianhdo wei  2020.
% # test 89 ACL, L %5 4 2020,
Knowledge on Classification of ACLs

When creating an ACL, the user can specify a number for 1t. At the same time, the user can create
a named ACL for easy memory and identification, 1.¢. the user sets a name for the ACL when creating
an ACL. A named ACL can also be in the form of “name-number”, 1.e. when defining a named ACL, an
ACL number 1s also specified. If no number 1s specified, the system will automatically assign a numbered
ACL number for it. For example, acl name test 1s to create an ACL named test, while acl name test 2020

indicates to create an ACL named test and its number 1s 2020.

GD?—D?

35 0 yudnduankdu n. source port

f &) i 0 mudi duankdu phr. destination port

£ 2B E) R 2: ﬁ?ﬁgnxciiign phr effective time period
AT A zhixing mingling phr. execute a command
B qiyong v start using

IR LAtk baowén guoll phr. message filtering

7

113


http://www.purpleculture.net

B+ MBI AR (HER)

F_H#4 Part?2

—_ iNZEFEHR Hanzi zhishi Knowledge about Chinese Characters

XFHmFZ (7) Radicals of Chinese characters (7)

Q
1§+
~
_|_
Q
?:;
g "= B= A E HZHER
E-; Radicals Examples Combinations lllustrations
= d k + 3 o
i] A *+ I O
= &
= A2 &+ T ‘ e
R A &+ i =
1.:: [ P+
é 53 o+ ‘
S -t 1 PR
18 P+ 3
Jri' lt -+ %‘
# F+ K
e Y + &
4
# 2+ X
3 F+ X
48 i
TR T+ R
I iz E+
i T+ I
i, T+ &
i A+
i A+ ¥
F
FI A+ H
F A+F



http://www.purpleculture.net

TEstres

Metwaorlk Security

— . iIXFIAESHE  Hanziréndd yi shixié  The Recognition and Writing of Chinese Characters
AEE FRENE , FHd B S ApahiEliN =,

Recognize the following wor ds, and try to read and write the Chinese characters forming these words.

B RakE 44 B

oy —

£ =70m

Part 3 _
B3 i85 Daily Expressions

O FH AV A 2 AR E X i 5P, Women zhénchéng de xiwang nimen zdi zhell gud
de ylkudi. We sincerely hope you'll have a pleasant stay here

O b3 # F & Zhiiang bl shulidng géng zhongydo. Quality is more imp ortant than quantity

Part 4

L S)

H7jT ,31"55 ii'Unit Prac tgcl !a!l’Training

i e
ACL  paéizhi I Iy D ng

ACL BEcE M [

ACL Configuration and &pplication

ACLECEMNIWH ACL péizhiji yingyong ACL Configuration and Application

=£i)ll HRY Training purpose
PR ) £ ) 20 S Y INC B DT R AT G A
To learn about the configuration method and application of ACL.

7
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s£ifll 2841 Training organization
B 3N, il

Each group consists of three people, and a group leader 1s selected.

£l B & Training content
ACL (115 & AR
ACL configuration and application

sLi)ll 4758 Training steps
O 55 ACL L E AR A BP0 AL, BEL3 AL
Divide the people who participate in ACL configuration and application into groups of three.
O 55—~ AW EARE ACL, FREF T PR 9 4% i
The first person configures a standard ACL and applies 1t to limit network traffic.
O B A AREY R ACL, FERH TMIGLIE, BB M4 .
The second person configures an extended ACL and applies it to message filtering to prevent network
attacks.
O 5 = A NB BT A9 ACL, SEBUFET i il A9 U o) 3 41 .
The third person configures a time-based A CL to implement time-based access control.
O IR, BWELE T

The training ends. The teacher makes a summary and an evaluation.

(p22uvapy’) Asojouifaa] supyiomiaN Jamndiuio)) + asauy)

ERHEIPS Parths

EM"%W Unit Summary

=iEiaiE General Vocabulary

L16

1. 4 5 suoxié n. abbreviation
2. PP ji mean
i 3. &R gdosu v. tell
4k toubu n header
ciytl i 5. X% zheli pron here
1315 : 6. Tily yufang v. prevent
Vocabulary i 5 pg 4 xianzhi v limit
8. #5 tif/gao v. IMprove
9. AW guizé n. rule
10, &% xUyao n. require
11. A2 xiégngying v correspond
12. 7 @) fangxiéng n, direction
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ciyu
1915
Vocabulary

juzi
BF

Sentences

T igiE Specialized Vocabulary

msze

Metwaorlk Security

i P46 fdngweén kéngzhi |
1. 5] % lidbido phr Lccess Control List
2. H/AEIEK zhiling liébido phr. instruction list

. 5L 3
3. Ff_ :ié‘rp’j‘ % = yitdizhen toubu xinxi  phr Ethernet frame header information
4. #E X % 3 baoweén toubu xinxi phr. message header mformation
5. M FE wanglud gongj phr network attack
6. Miiw wdnglud lidliang phr. networl flow, network traffic
7. i pEEE wangluo xingnéng phr. network p erformance
8. REEIAd célué luyou phr, policy-based routing
9. J K ACL |ibén ACL phr basic ACL
10. =% ACL gadoji ACL phr advanced ACL
11. % & AW shézhi guizé phr set a rule
12. M #1314  wdnglud shébéi phr network device
13. F5£ 422  zhiding jiékdu phr specified interface
14. 4527w  zhiding fangxiang phr specified direction
#hFELE W iRE  Supplementary Specialized Vocabulary
1. Rimno yudndudankou n. source port
2. HB#amo mudi duankou phr destmation port

A : shéngxido S _

3. ek sh jianduin phr effective time period
4. HATHF4 zhixing mingling phr. execute a command
5. BH giyong V. start using
6. 4RXLiTIE baowén guoli phr. message filtering

1. & “38hB" L Rbe, 5F5F "B, BEHE,
2% hBERHG, WEBHEAMF, #ARHENFSITRIFT.
3. FE R AHIFL AL, Al MEE, MEHAMKZLT, REML

PEAE, FILREIE G

4. ACL &1 M. F—F 243 ACL, MEF R FApaan, F=_F%F1
15 ACL 2 F) 2] W 2848 %45 € 4& 2 8945 £ 7 @) (in/out) L |
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